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Abstract

In the Evolving landscape of Digital Examinations and remote interviews, ensuring continuous and reliable identity
verification has become increasingly critical. After the covid pandemic, Online examination and interviews have made
a remarkable impact on Global Education and Recruitment process for which in this modern examination and
interview environment, ensuring authenticity and continuous monitoring of candidate is very much essential, Hence
continuous user authentication is critical to maintaining academic integrity and security. Ensuring the Authenticated
user at the login time is one time Security, monitoring the candidate is very much essential as they can use Al for
searching the answers or any other person sitting next to them for helping to solve the given question. using multimodal
Biometric by giving a sensitivity in the Border value along with recognizing new voice, moving of foreign items
behind the candidate will be the key during continues Monitoring. Where this paper proposes a multimodal biometric
framework using facial point tracking and sensitivity-based co-ordinate analysis. A System is designed to capture and
compare real time co-ordinate points which will be compared with pre-recorded values in Data Base. Where, the
deviation beyond sensitivity threshold triggers a monitoring mechanism which logs inconsistencies and flags potential
anomalies. Unlike conventional one-time authentication systems, the proposed solution continuously captures and
compares real-time biometric data against pre-recorded reference Senstivity increased Border points, Coordinates of
Foreign Objects behind the Candidate stored in a database. Facial coordinates are tracked within a predefined
sensitivity threshold for physical movement and recognizes if any extra Noise is heard during the session.

Keywords: Multimodular Biometric monitoring, Authentication, Boundary Value, Co-ordinate Sensitivity, Modular
Score Analysis, Threshold Value

1. Introduction

Biometrics were used in authentication which started by unimodal fingerprint, Iris, voice. Due to age context, physical
damage matching the uniqueness of fingerprint among individuals one in 500. Even though Iris was found little more
accurate, using Facial Biometric became secured which covers multiple areas by points & recognized by the distance
from one key point to another make a facial signature which acts as a digital map of face and it will be stored in
database.

Multimodal biometrics covering Face, IRIS, voice covered the limitations of unimodal [1] by enhancing reliability
and minimizing errors like FAR & FRR. But while you want to monitor continuously the entire session of examination
or interview process needs a predefined data to get matched with current data continuously [2] by real time monitoring.
As online exams are prone to academic dishonesty, impersonation and cheating, despondingly, collecting the data at
the login phase and storing in database [2] matching the raw data regularly and testing its boundary value along with
sensitivity continuously will help in tracking malpractice. Unlike one time login and authentication [5] the System
verifies identity throughout the session by giving certain marginal fluctuations in Boundary Value with respect to real
world activities and identifying any new foreign objects and noise in the middle of session as a red mark.
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2. LITERATURE SURVEY

Multimodal biometrics with 3-tier architecture and 3 tier modality by recognizing Face, IRIS and
Voice enhancing reliability & mitigate error types [1] which used fusion technique at different levels pre and post
mapping function and feature level fusion which was considered most effective due to the richness of raw biometric
data. Proposing to the message/SMS alert system during E-exam for either admin or invigilator [2] if any one of
modality in the multimodal authentication fails, either username or password, Iris, or Facial Recognition, the current
points will be matched with pre-stored data points that were captured during enrollment process before exam [2]. As
the online exams authorities gives for certain duration, adding checkpoints at equal intervals of time and again
matching [3] with pre-stored data [3] to check anomaly.
At the score level fusion to merge the biometric data [4] in which the individual scores of individual biometrics will
be merged into one at equal interval of time. [4] Face recognition uses PCA for feature extraction and Manhattan
distance for matching it.

Unlike one time login, System also verifies identity throughout the session by Eigen Face method with PCA for Face
recognition and timing analysis [5] using a hybrid distance metric for which each keystroke data & ORL Face Dataset
will be Input and ERR will be calculated [5].

During the continuous biometric Authentication while attending the exam/interview, the keystroke Behavior
Authenticator [6] is used where the key dynamic is a behavioral biometrics that aims to identify original candidate
based on the analysis of their typing rhythms on a keyboard [6], where the keystrokes can be collected unobtrusively
using standard keyboard throughout the session without any knowledge of the wuser [6].
By referring all the Authors, the study of all below mentioned Authors, this paper just shows how continuous
monitoring can be done parallel with different modularity by giving a buffer sensitivity during boundary value and
above that value will be counted as fraud action.

3. METHEDOLOGY:

Continues monitoring of candidate taking up the examination or interview through online is very much needed for a
fruitful operation for entire session. As per Author [6] keystroke behavior authenticator is also a technique where
continues minter can be done.

Login methods and authentication by covering multimodal biometrics [2] will be done at the initial stage.Once the
session starts, as shown in figure 1 the entire screen area will be captured with centre of screen pointing (x,y)=(0,0).
The constant objects on screen behind the candidate will be recorded and the Coordinate points of those will be stored
in Data Base.

Quadrant Il Quadrant |
) (X.Y)=(0,0)
Quadrant Il Quadrant IV

Figure 1 : Centre of Screen Area pointing
(%.3)=L0,0)
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Centre (X,y)=(0,0)-------=--------- Equation 1

From the Quadrant I, Co-ordinate points of (x,y) (+,1) will be recorded and stored in Database
From the Quadrant II, Co-ordinate points of (x,y) (-,+) will be recorded and stored in Database
From the Quadrant I1I, Co-ordinate points of (x,y) (-,-) will be recorded and stored in Database

From the Quadrant IV, Co-ordinate points of (x,y) (+,-) will be recorded and stored in Database

Stationary objects on the
screen Coordinate points at
the backoround will be

Stored to database

Y

Database

Figure 2 - Stationary Objects coordinate poimnts will be
recorder and stored in Database
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Stored in Database Stored in Database
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Figure 3: Border Values of face and incremented Border Values will be stored in Database separately.
Once the candidate login, The Facial Multimodal Bio metrics will be Recorded and stored in the database.[1].

The entire Biometric Facial Border Region or Boundary of Authentication coordinate points (x, y) will be
incremented by a sensitivity of +1 or +2 in both (X, y) in all coordinates and stored in Database as shown in Figure 3.
and every time the score increases the border values it will be counted.

1

Real time coordinates
is crossing the Sensitive

border Values

Real Time Coordinates is being compared
with pre stored sensitive border points
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Figure 4 : Real Time Coordinate points is crossing the Border Values shown in Red Color and it will be Taken Count.
Admin or the host will decide to keep the COUNT _MAX Value.

For Every deflection in the (x,y) coordinates within the original Pre stored Score to Sensitive +1 points will be
accepted. Crossing the sensitive points (shown in Figure) every time will be noted and marked to COUNT. For every
COUNT, Marks will be decremented by 1.

If COUNT > COUNT _MAX

then session will be reflected as invalid.

If(COUNT>0&&COUNT<=COUNT_MAX)
Decrement the marks by 1

If(COUNT>COUNT_MAX)

Invalid session

Real Time

Coordinates

l

If (Real Time
Monitoring :F
Paoints <=
Sensitivity
Coordinate

4
Count ++

T
v

Valid Session

TN

If[COUNT=
COUNT_M
AX)

End Invalid Session ‘
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4. RESULT AND METHEDOLOGY:
The proposed System successfully implements a robust monitoring approach during critical sessions such as
exams/interviews. Using facial biometric point tracking and modular score analysis, the authenticated candidate based

on pre mapping function. The co-ordinate points are stored in database. The tracking of facial co-ordinate (x, y) was
continuously compared with sensitivity-adjusted boundary limits using:

If((Realtime(x,y)coordinates)<=(Sensitivity(x,y)co-ordinates)
Sensitivity-Based Threshold Logic:

The integration of sensitivity co-ordinate window we marked using Boundary Value helped to filter out minor head
movements and allowed focus on significant behavioral anomalies.

The Real-time monitoring logic Controlled the session using the following rule :

For every COUNT incremented, deductions were made until it exceeds the COUNT_MAX. When it exceeded a
configurable threshold session was flagged and marked as invalid session.

Candid | Deviati Max Marks Status
ate ID on Threshold | Deduct
Count | (COUNT _ ed

MAX)

C001 2 5 2| Valid

Session

€002 6 5 > | Invalid

Session

Co03 | 0 5 0 g’ah@

ession

004 | 8 5 5| fvald

ession

5. CONCLUSION:

This system as cited in [2], enhances reliability by cross-verifying face location, foreign items behind the screen
captured after session started, movements, behaviors in real time. The fusion of techniques improves resistance to
spoofing attacks and unauthorized access and authorized access being using external sources during the session will
be captured and relevant result will be proportional to the Deviations Counter.

6. LIMITATIONS AND FUTURE ENHANCEMENT

While the prototype SLM works well in controlled environments, performance may vary with lighting conditions,
camera resolution, head pose variation beyond £15°.

Future Work will include
Incorporating 3D Head Tracking,

Integrating with voice biometrics and Adaptive thresholding
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